WH®OPMALMOHHAA NAMATKA
[N1A OBYYAIOLLMXCA A/19 PASMELLEHMA

HA OPUUUANBHBIX MHTEPHET-PECYPCAX

C KaxKabiMm roaom MONOLENKU B MHTEepHeTe CTaHOBUTbLCA 60}'IbIJJe, a WKONbHUKKN OOHUN U3
CaMbIX aKTUBHbIX MNONAb30BaTeNeM PyHETa. Memp,y T€EM, NOMMMO OrFpOMHOrNo KoJsin4yecrtea
BO3MO)KHOCT€VI, MHTEPHET HECET U I'IpO6J'I€MbI. OTa NamATKa A0/KHa NOMOYb Tebe 6e3onacHo
HaXo4uTbCA B CETU.

KomnbloTepHble BUPYCbI

KoMnbloTepHbIN BUPYC - 3TO Pa3HOBMAHOCTb KOMMbIOTEPHbIX MPOrPaMm, OTANYUTENbHOM
0COBEHHOCTbIO KOTOPOM fABNAETCA CMOCOBHOCTb K Pa3sMHOMEHWI0. B AOMONHEeHMe K 3ToMmy,
BMPYCbl MOryT NOBPEAUTb WAW MNOJIHOCTbIO YHUYTOMWUTb BCe GalNbl M [aHHble,
NOAKOHTPO/IbHbIE MONb30BaTeNt0, OT WMMEHM KOToporo 6blna 3anylleHa 3aparkeHHas
Nnporpamma, a TaKXe NOBPeAuTb WU [axKe YHUUTOXMWTb OMepaLuoHHYH CUMCTEMY CO BCEMMU
darinamum B Luenom. B 6onblIMHCTBE C/lyYaeB PacnpoCTPaHAOTCA BUPYCbl YEPE3 MHTEPHET.

MeToAbl 3aLLMTbl OT BPEAOHOCHbIX NPOrpamm:

1. Ucnonb3yih coBpeMEHHbIE OMEepaLMOHHbIE CUCTEMbI, UMEIOLIME CEPbE3HbIN YPOBEHb
3aLLUNTbI OT BPEAOHOCHbIX MPOrPamm;

2. MNoctoAHHO ycTaHaBAMBal NauTv (umMdpoBble 3aniaTKM, KOTOpble aBTOMATUYECKM
YyCTaHaBNMBAKOTCA C Uenblo [0paboTkM nporpammbl) M ApyrMe OOHOBNEHUA CBOEM
onepaunoHHoM cuctembl. CKaumBam UX TONbKO € odumumManbHOro caita paspabotumka OC. Ecam
CYLLECTBYET PEXUM aBTOMATUYECKOTO OOHOB/IEHUSA, BK/IOUYU €rO0;

3. PaboTaih Ha cBoem KOMMblOoTepe nog NpaBaMu Nosib3oBaTens, a He aAMUHUCTpaTopa.
3TO0 He MO3BO/IUT OO/IbWMHCTBY BPEAOHOCHbIX MPOrPAaMM MHCTa/IMPOBATLCA Ha TBOEM
NepcoHasibHOM KOMMbIOTEPE;

4. Ncnonb3yih aHTUBUPYCHbIE MPOrPamMMHble NPOAYKTbl M3BECTHbIX MPOU3BOAUTENEN, C
aBTOMaTM4YecKkMm obHoBneHnem bas;

5. OrpaHuyb GU3MYECKMI A0CTYN K KOMMNbIOTEPY A5 MOCTOPOHHUX NINLL;

6. Ucnonb3yh BHeWHUE HOCUTENU MHPOPMALMM, TaKMe Kak dnewwka, AUCK uaum dain m3
WHTEpPHEeTa, TO/IbKO U3 NPOBEPEHHbIX UCTOYHWUKOB;

7. He oTKpbIBait KOMNblOTEPHbIE Paliibl, NONYYEHHbIE U3 HEHAAEKHbIX MCTOYHMKOB. [arKe



Te ¢ainbl, KOTOpbIe NPUCAAN TBOW 3HAKOMbIN. Jlydlle YyTOYHU Yy HEero, oTNPaBAsAA N OH Tebe uX.

Cetn WI-FI

Wi-Fi - 310 He BMA nepeaayn AaHHbIX, HE TEXHOJI0M1A, a BCEro Auib bpeHa, mapkKa. Euwle B
1991 rogy HuAaepnaHAcKaa KOMNaHWs 3apernctpuposana bpeHg "WECA", yto o603Havano
cnoBocoyeTaHue "Wireless Fidelity", koTopbIt nepeBogmMTca Kak "6ecnpoBogHan TOYHOCTb".

[o Hawero BpemeHW pgowna apyras abbpesmaTypa, KOTOpasa ABAAETCA TAKOW Ke
TexHonoruen. 3to abbpesmatypa "Wi-Fi". Takoe Ha3zBaHMe 6blIO 4AHO C HAMEKOM Ha CTaHAApPT
BbiCLIEN 3BYKOBOM TeXHUKK Hi-Fi, yTo B nepeBoae o3HayaeT "BbICOKasA TOYHOCTbL".

[a, 6ecnnaTHbIM MHTEPHET-AOCTYN B Kade, oTenax WU asponopTax ABAAETCA OT/IUYHOMU
BO3MOXHOCTbIO BbIX0Aa B MHTEPHET. Ho MmHorne akcnepTbl cumnTatoT, 4to obueaoctynHblie Wi-Fi
ceTu He aBnATcA 6e3onacHbIMU.

CoBeTbl Mo be3onacHocTM paboTbl B 06weaocTynHbix cetax Wi-fi:

1. He nepepaaBait cBOO ANYHYLO MHOpMaUUto Yepes obweaocTtynHble Wi-Fi cetn. PaboTan
B HUWX, KeslaTe/IbHO He BBOAUTb Napoau A0CTYNa, NOrMHbI U KaKue-To Homepa;

2. Ucnonb3yih n 06HOBAAN aHTUBUPYCHbIE Mporpammbl U BpaHamayep. Tem cambiM Tbl
obe3onacuwb cebs OT 3aKaukM BUPYCa Ha TBOE YCTPOMCTBO;

3. Mpun wucnonbzoBaHum Wi-Fi oTkaoum o¢yHkumio "O6bwmin pgoctyn K dainam u
npuHTepam". JaHHaa ¢GyHKUMA 3aKpbITa NO YMONYAHMIO, OAHAKO HEKOTOpble M0/b30BaTeNM
aKTUMBUPYIOT ee ana yaobcTBa ncnonb3oBaHuA B pabote nnm yyebe;

4. He wcnonb3yit nybnamuubii WI-FI ana nepenayn AMYHbLIX A@HHbIX, Hanpumep Ans
BbIXOZa B COLMANbHbIE CETU U/IU B 3/IEKTPOHHYIO MOYTY;

5. Ncnonb3yih TonbKo 3awmuieHHoe coeanHeHue yepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb6-aapeca sBoam umeHHo "https://";

6. B mobunbHom TenedpoHe oTKAOUYM PyHKUMO "MoaknoveHmne kK Wi-Fi aBTomaTtuyecku".
He gonyckait aBTomaTuyeckoro nogKkato4eHuns yctpomncrea K cetam Wi-Fi 6e3 TBoero cornacus.

CouuanbHble ceTu

CoumanbHble CeTM aKTUBHO BXOAAT B Hally *KM3Hb, MHOTME NtoAM PaboTaloT U XKUBYT Tam
NocTosHHO, a B Facebook y)Ke 3apeructpupoBaH mMuUAAMapA 4YeNoBeK, YTO ABAAETCA OAHOM
ceAbMOWN BCeX KuTeneih nnaHetbl. MHOrMe Nonb30BaTeNM HE MOHMMAIOT, YTO MHPOopMaLUs,



pa3smeLLeHHan UMUK B COLMANbHbIX CETAX, MOXKeT BbITb HalAeHa U UCNOb30BaHA KeM YrogHo, B
TOM uYmncne He 06s3aTeNIbHO € BAarMMm HamepeHUamMU.

OcHOBHble coBeTbl N0 6e30nacHOCTM B COLMaNbHbIX CETAX:

1. OrpaHuyb cnMcok apysen. Y Tebs B Apy3bAX He [A0/MKHO ObiTb CAyYalHbIX U
He3HaKOMbIX Ntogei;

2. 3aWmuwar CBO YacTHYHO XU3Hb. He yKasbiBali naponu, TenedoHbl, agpeca, AaTy TBOEro
POXAEHUA U APYIYIO JINYHYIO MHOOPMALMIO. 310YMbILWIEHHUKM MOTYT MCNO/Ib30BATb AaXKe
MHPOPMaALMIO O TOM, KaK Tbl U TBOM POAUTENN NIAHUPYETE NPOBECTU KAaHUKY/bI;

3. 3awuman ceBo penyTauumio - AepKu ee B YNCTOTE M 3adasali cebe Bonpoc: xoten 6Obl
Tbl, YTOObI Apyrne Nosib3oBaTeNn BUAEAM, YTO Tbl 3arpyrkaewb? Mogymal, npexage Yem 4yto-To
ony6/MKOBaTb, HAaNMUCaTb U 3arpy3unThb;

4. EcAv Tbl FOBOPULLb C NHOAbMMU, KOTOPbIX HE 3HAEllb, HE UCMOb3YN CBOE peasibHoe UMSA
N APYIYIO INYHYIO0 MHOOPMALMK: UMA, MECTO KUTENbCTBA, MECTO y4ebbl U Npoyee;

5. U3beraii pasmeuleHua dotorpaduii B IHTEpHETE, rae Tbl M306parkeH Ha MeCTHOCTH, Mo
KOTOPOW MOKHO ONpPeaennTb TBOE MECTOMNO/IOXKEHNE;

6. |_|pl/1 perncrtpaunn B cou,maanoﬁ CeTn HeO6XOAMMO MCNON1b30BaTb C/I0XKHbIE Napoan,
cocroAawmne n3 6YKB n LIMd)p M C KOIMYECTBOM 3HAKOB He meHee §;

7. Ana coumanbHOM ceTu, NoyTbl U APYrUX CanuToB HEOBXOAMMO MCNONb30BaTb PasHble
naponu. Torga ecnv Tebs B3NOMAOT, TO 3/10YMbILUNIEHHUKM NOAYYaT AOCTYN TONbKO K O4HOMY
MecCTy, a He BO Bce cpasy.

3IIEKTpOHHbIe AEHbru

DNEeKTPOHHbIE AEHbrM - 3TO OYeHb YAO0DBHbIM cnocob nnatexen, oAHaKO CyLLecTBYHOT
MOLLEHHWKK, KOTOPbIE XOTAT NONYYUTb 3TU AEHbIU.

INEeKTPOHHbIE AEHbIM MOSBUIUCL COBCEM HEAABHO M MMEHHO M3-3a 3TOr0 BO MHOTUX
rocyZapcreax 40 CUX NOP He NPOMMCAHO NPO HUX B 3aKOHaX.

B Poccumn ke oHU GYHKLMOHMPYIOT U O HUX YXKE MPOMMCAHO B 3aKOHe, rae MUX pasgenatoT
Ha HECKO/IbKO BUAOB - aHOHUMHbIE U HE aHOHUMHbIe. Pa3HKULA B TOM, YTO aHOHUMHbIE - 3TO Te,
B KOTOPbIX pa3pellaeTcd MNpoBoAMTb onepauun 6e3 maeHTUdMKauuM nonb3osBaTens, a B
HEeaHOHUMHbIX NAeHTUdMKALMA NONb30BaTENA ABNAETCA 06A3aTeNbHOM.

TaKkxe cnefsyeT pasnuuyaTb 3/NEKTPOHHble ¢UaTHble AeHbrM (pPaBHbl rOCyAapCTBEHHbIM
Ba/IlOTAaM) M 3N1EKTPOHHbIEe HeduMaTHbIE AEHbIM (He paBHbI FOCYAAPCTBEHHbLIM BalOTaMm).



OcHoBHble coBeTbl No 6e3onacHom pa60Te C 9NEKTPOHHbIMU AEeHbramu:

1. MNpuBAXKM K cyeTy MObUAbHLIN TenedoH. ITo cambl yA06HbIM U BbICTPbIN cnocob
BOCCTAHOBUTb A0CTYyn K cyeTy. [lpmBA3aHHbIM TenedoH NOMONKET, ecin 3abyaellb CBOM
nAaTeXHbl Napo/ib UAK 3alnaellb Ha CalT C HE3HAKOMOTO YCTPOMCTBA;

2. Ucnonb3yii ogHopasoBble Naponun. MNocne nepexona Ha yCUIEHHY aBTopu3aumio Tebe
yXe He byaeT yrposKaTb OMacHOCTb KpaXk1 MK NnepexsaTa naaTeXHoro napons;

3. Boibepu cnoxHbln naposb. MpectynHukam Byaet He NPOCTO yragaTtb C/IOXKHbIA Napo/ib.
HageHble mapoau - 3To Napoau, KOTopble coAepKaT He MmeHee 8 3HAaKOB M BKIOYAlOT B cebs
CTPOYHbIE W NPONUCHble OYKBbI, LMPPbI M HECKONbKO CMMBOJIOB, TaKME KaK 3HaK [0//1apa,
dyHTa, BOCK/IMLATE/IbHBIN 3HaK 1 T.N. Hanpumep, StRONg!;;

4. He BBOAM CBOM /INYHbIE AaHHblEe HA caﬁTax, KOTOPbIM HE aoBepAeELlb.

dNeKTPOHHAA noyTta

INEeKTPOHHAA NoYTa - 3TO TEXHOJIOTMA U NPEAOCTABAAEMbIE €10 YC/IYIM MO MEPECHIIKE U
NOJIYYEHUIO SNEKTPOHHBIX COODLLEHUI, KOTOpble pacnpefensATcA B KOMMbIOTEPHOW CeTu.
O6bl4HO 3NEeKTPOHHbIM NMOYTOBbIN AWK BbIFNAOUT cnepyowmm obpazom:
UMA_MONb30BaTeNs@uMA_AOMeHa. TaKKe KpomMe Mnepefaym npocToro TeKCTa, MMmeeTcAa
BO3MOXHOCTb NepeaaBaTtb panbl.

OcHoBHble coBeTbl N0 6e30nacHoi paboTe C INEKTPOHHOM NOYTOM:

1. Hapo BblIbpaTb NpaBu/bHbLIA MOYTOBbLIN CEPBUC. B MHTEpPHETE €CTb OrPOMHbIN BbIbOpP
6ecnnaTHbIX NOYTOBbLIX CEPBMCOB, OAHAKO /yylle A0BEPATb TEM, KOrO 3Haellb M KTO NepBbii B
penTuHre;

2. He ykKasbiBalh B /IMYHON nouTe AMYHYO MHbOpMaumto. Hanpumep, Aydwe BbiOpaTb
"My3blKanbHbI_dpaHaTt@" nnm "pok2013" emecto "temall";

3. Ucnonb3yih AByxaTanHylo aBTOpM3aUMto. ITO Korga NoMUMO Maposa HYXHO BBOAMUTb
KoZ, npucblnaemsi no SMS;

4. Bbibepu CNOXHbIM Naponb. [ONA KarkAoro nNOYTOBOrO AWMKA A0NXEeH ObiTb CBOM
HaAeXHbIN, YCTOMYMBbLIN K B3/1IOMY NapPO/b;

5. Ecnn ecTb BO3MOXKHOCTb HanmMcaTb CaMOMY CBOM /IMYHbIM BOMPOC, WCMO/b3YH 3Ty

BO3MOXHOCTb,

6. Mcnonb3y HECKONbKO MNOYTOBbIX AWMKOB. [lepBblii ANA YaCTHOM nNepenucku ¢
afipecatamu, KOTOpPbIM Tbl AOBepselb. ITO 3/EKTPOHHbIN afgpec He HaZo MCMONb30BaTb NpPU
perncrpaumm Ha popymax U canTax;



7. He oTKpbIBait Gannbl U gpyrue BAOXKEHUA B MMCbMaX, AaXKe eC/IM OHWU NPULAN OT TBOUX
apy3en. Jlyywe yTouHW y HUX, OTNPABAAAN N OHW Tebe 3Tn dalinbl;

8. Nocne oKoHYaHUA paboTbl HA MOYTOBOM CEPBUCE NMepes 3aKPbITUEM BKNAAKM C CATOM
He 3abyab Ha*KaTb Ha "BbinTn".

Kn6ep6ynnuHr unm BupTyanbHoe M3geBaTeNibCTBO

KnbepbynnuHr - npecnegoBaHve CcoobWEHMAMM, CcOoAepXKaAWMMU  OCKopbneHus,
arpeccuio, 3anyrMBaHue; XyaMraHcTBO; CoumanbHoe BOMKOTMPOBAHME C MOMOLLbBIO PA3INYHbIX
NHTEPHET-CepPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ KNbepbyNNUHIOM:

1. He 6pocaiica B 60i. Jlyywnit cnocob: nocoBeToBaTbCA Kak cebs BECTU U, €CIN HET TOro,
K KOMY MOXHO 06patutbca, TO BHayane ycnokoutbcA. EcaM Tbl HauyHewb OTBeyYaTb
OCKOpP6/1IeHNSAMM Ha OCKOPOBIEHMSA, TO TOIbKO elLlle 60/blle Pa3oXKKeLlb KOHPUKT;

2. YnpaBsnai ceoei KubeppenyTtaunen;

3. AHOHMMHOCTb B CE€TM MHMMaA. CyLLI,eCTByI-OT cnocobbl BbIACHUTb, KTO CTOWUT 3a

dHOHUMHbIM aKKAQYHTOM;

4. He cTOWUT BECTM XY/JUTAHCKUI 0b6pa3 BMPTYanbHOM KU3HU. NIHTepHeT PUKcupyeT Bce
TBOW AENCTBUA U COXPAHAET UX. YAaNUTb UX ByaeT KpaHe 3aTpyaHUTENbHO;

5. Cobntogaii cBOKO BUPTYaNbHYHO YECTb CMONOAY;

6. UrHopupyn eanHUYHbIN Heratue. OfHOPa3oBble OCKOPOUTENbHbIE COOBLLEHUA Nyulle
nrHopupoBaTtb. OBbIYHO arpeccua NPeKpPaLLAeTCs Ha HaYaNbHOM CTaguuy;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMU COOBOLLEHMAMM, B COLMASIbHBIX
CeTAX eCTb BO3MOXKHOCTb 6/I0KMPOBKMN OTNPAaBKKN COOBLLLEHMI C onpeaeieHHbIX aapecos;

8. Ecam Tbl cBuaetenb KubepbynnuHra. TeBou AOeNCTBUA: BbICTYNUTb MPOTUB
npecnefosaTtend, MokasaTb emy, YTO ero AenCTBUA OLEHWBAKOTCA HeraTMBHO, noanepiaTb
KEepTBY, KOTOPOM HY)KHA MNCUXONIOTMYECKas MOMOLLb, coobwmuTb B3pocabiMm 0O dakTe
arpeccMBHOro NOBeAEHMUA B CETU.

Mo6bunbHbi TenedoH

CoBpemeHHble CcMapTPOHbI M nNaaHWeTbl coAep)aT B cebe BMosHE B3POC/bLIN



GYHKUMOHAN, M Tenepb OHW MOTYT KOHKYpMpOBaTb CO CTALMOHAPHLIMU KOMMbIOTEPAMM.
OAHaKo, cpeacTs 3aWmThbl 4NA NoA06HbIX YCTPOWCTB NOKa OYeHb Masio. TecTMpoBaHMe U NOUCK
YA3BMMOCTEN B HUX MPOMUCXOAMUT HE TaK MHTEHCMBHO, Kak ana MK, To e camoe Kacaetca u
MOBUNbHbBIX NPUNOKEHUIA.

CoBpemeHHble MOBUIbHbIE Bpay3epbl yXKe MPAKTUYECKM AOrHA/M HACTO/IbHbIE aHaNorK,
OAHAKO paclupeHre ¢yHKUMOHaNa BfeyeT 3a coboi 60nbly CAOKHOCTL U MEHbLUYHO
3aLMLLEHHOCTb.

Janeko He Bce npounssoaunTeENN BbINYCKAOT O6HOBI'IeHMF|, 3aKpbiBawowmne KpuUtnveckme
YA3BUMOCTHU ANA CBOUX yCTpOﬁCTB.

OcHoBHble coBeTbl gnA 6e30nacHOCTM MOBUABHOTO Tefled)OHaZ

Huuyero He asnAaeTcA no-HacToAuwemy 6ecnnaTHbIM. Ey,ﬂ,b OCTOpOKeH, Beab Koraa Tebe
npeagnaratoT 6ecnnaTHbIM KOHTEHT, B HEM MOTYT ObITb CKpPbITbl KaKMUEe-TO NaaTHbIE YCNyTrn,

Oyman, npexge yem otnpaButb SMS, doto nam sngeo. Tbl TOYHO 3HaAELWb, FAe OHU byayT
B KOHEYHOM uTore?

Heobxoanmo 06HOBAATL ONEPALMOHHYO CUCTEMY TBOErO CMapTHOHa;
Mcnonb3yi aHTUBMPYCHbIE NPOrPamMMbl 418 MOBUNbHbIX TenedOHOB;

He 3any>Kal>lI npunoxeHnAa ot Hens3BeCTHOro UCToOYHUKa, Bedb OHU MOTYT COAEPHKAaTb
BpeaoOHOCHOE nporpammHoe O6€CI'I€‘-IeHV|e;

Mocne TOro Kak Tbl BblAAeWb C CailTa, rae BBOAWA JIMYHYIO WMHOOPMauMIO, 3akan B
HacTponKkn bpaysepa n yganu cookies;

Meproanyeckn NpoBepsai, Kakne naaTHbIe YCAYTM aKTUBUPOBAHbI Ha TBOEM HOMEPE;

[aBait cBoli HOMep MobUnbHOro TenedoHa TONbKO NOAAM, KOTOPbIX Tbl 3HAELWb M KOMY
AoBepsellb;

Bluetooth monKeH 6bITb BbIKAOYEH, KOrAa Thl UM He nonb3yellbcs. He 3abbiBait HoOrAa
npoBepATb 3TO.

Online urpbi

CoBpeMeHHble OHMIAMH-UIPbl - 3TO KPACOYHble, 3axBaTblBalOWME pPasBievYeHUs,
06beMHAWME COTHM TbICAY YENIOBEK MO BCeMy MUPY. UrpoKu MccneaytoT AaHHbIR UM MUD,
ob6watoTca Apyr ¢ APYrom, BbIMONHAIOT 33ZaHUA, CPAXKAKOTCA C MOHCTPAMM M NOAYYatOT ONbIT. 33
Y4,0BO/IbCTBME OHM NAATAT: NOKYNAKOT AUCK, ONIAYMBAOT abOHEMEHT nan npruobpeTatoT Kakme-
TO ONUMK.

Bce 3TM cpeactBa uvAyT Ha NoAAep’kaHMe M pPa3BUTME WIPbl, a TaKXKe Ha camy



6€30MacHOCTb: COBEPLUEHCTBYHOTCA CUCTEMbl aBTOPM3aLMW, BbIMYCKAIOTCA HOBble NaT4yM
(umdpoBble 3annaTKku 414 NPorpamm), 3aKpbIBaOTCA YA3SBMMOCTU CEPBEPOB.

B I'IOp,O6HbIX Urpax CTOUT OMnacaTbCA He CTOJZIbKO CBOUX COMNEPHUKOB, CKOJZIbKO KpaXu
TBOEro napo/ada, Ha KOTOPOmM OCHOBaHa CUCTEéMa aBTOPH3aLUNKN 60/1bLINHCTBA urp.

OCHOBHble coBeTbl N0 6€30MacHOCTU TBOErO UFPOBOTO aKKAyHTa:

1. Ecnmn apyrow urpok seaeT ceba naoxo uam cosgaet Tebe HENPUATHOCTM, 3ab6N0KMpPYI
€ro B CNUCKE UrPOKOB;

2. I'Iomanyﬁcn AOMUNHUCTPATOPAM UTPbl Ha NJ1I0OX0e noBegeHUNE 3TOro Urpoka, *KenatesibHo
NPUNOXKNUTb KaKNUe-TO J0Ka3aTe1bCTBa B BUAEe CKPUHOB,

3. He ykasbiBait aMYHy0 nHopmMauuto B npodaiisie urpsbl;
4. YBakal APYrnx y4aCTHMKOB MO Urpe;

5. He ycTaHaBaunBan HeopuuManbHbie NaTyn U Moapl;

6. Ucnonb3yi CNOXKHbIE 1 pPasHble Napo/u;

7. Daxe BO Bpemsa WUrpbl He CTOUT OTK/AOYaTb aHTMBMpPYC. lMOKa Tbl urpaellb, TBOW
KOMMbIOTEP MOTYT 3apasuTb.

OULWKHT nan KpaXa INYHbIX AaHHbIX

O6bI4HOM Kpaskel [eHer M [OKYMEHTOB CerofHA Y»Ke HUKOro He YyAUBUILb, HO C
Pa3BUTUEM UHTEPHET-TEXHONOTUIA  3/10YMbILLIEHHUKN MEPEMECTUIUCb B UHTEPHET, U
NPOAO/IXKAIOT 3aHMMaTbLCA "NobumbiMm" genom.

Tak nosBunacb HOBAA Yrpo3a: MHTEPHET-MOLUEHHWYECTBA WUAM QULLMHTL, TaBHAA Uenb
KOTOPOro COCTOWUT B MONYYEHUN KOHPUAEHUMANbHBIX AAHHbIX MO/Ab30BaTeNel - NOTMHOB U
naponei. Ha aHrnuinckom asbike phishing untaetca kak éuwmHr (ot fishing - pbibHas nosns,
password - naponb).

OcHOBHble coBeTbl N0 60pbbe ¢ PULLMHIOM:

1. Cnepgm 3a cBOMM aKKayHTOM. Ecnm Tbl nogo3peBaellb, YTO TBOA aHKeTa Oblaa B310MaHa,
TO HeobxoaAnMMO 3ab6N0OKMpOBATb ee M CoobWUTb agMUHUCTPATOpam pecypca 06 3Tom Kak
MOXHO CKopee;

2. Ucnonb3yn H6esonacHble Be6-CanTbl, B TOM YMC/E, MHTEPHET-MArasnHOB M NMOMCKOBbIX
cucTem;

3. Ucnonb3yih cnoKHble M pasHble napoaun. Takmm obpasom, ecnm Tebsa B3nomatoT, TO



3/1I0YyMbIWNEHHUKN NOAyYdaT 4O0CTYyN TONIbKO K O AHOMY TBOEMY npod)mmo B CE€TN, a HE KO BCEM;

4. Echm 1ebAa B3nOoManu, To Heob6xo4MMO NpeaynpesUTb BCEX CBOMX 3HAKOMbIX, KOTOpbIe
[ob6asneHbl y Tebs B apy3bax, 0 TOM, 4To Tebs B3NOMANN 1, BO3MOXKHO, OT TBOEro UMeHU byaeT
paccblNaTbCA CNAaM U CCbIIKM HA GULLMHIOBbIE CAMTbI;

5. YcTaHOBM HageXHbI naposib (PIN) Ha MO6UAbHBIN TenedoH;
6. OTK/ItOYM COXpaHeHne napona B bpaysepe;

7. He oTKkpbIBait painbl n Apyrve BAOXKEHUA B MUCbMAX, AaXKe €C/IM OHWU NPULLAN OT TBOMX
Apy3ei. Jlydlue yTOUYHW Y HUX, OTNPABAAAN N OHU Tebe 3T dalinbl.

Uudposas penyrauyuma

Undposasa penytauma - 3TO HeraTMBHaA WMAM NO3UTMBHAA MHOpMmauma B ceTu o Tebe.
KomnpomeTtupytowan nHbopmaLma, pasmeLLeHHaa B MHTEPHETE, MOXET Cepbe3HbIM 0bpasom
OTPa3nTbCA Ha TBOEM peanbHOM *KuU3HU. "LUndposaa penytauma” - 3To TBOM MMUAK, KOTOPbIN
dopmupyeTca ns MHbopmaummn o Tebe B MHTEPHETE.

TBOE MEecTo XUTenbCcTsa, y‘-IE6bI, TBOE chHchosoe NONI0XKeEHUE, ocobeHHOCTH XapaKTepa
M pacCCKa3bl O 6/1M3KUX - BCE 3TO HaKaMn/IMBaeTcA B CETU.

MHorvMe nNoApoCTKM NErKOMbIC/IEHHO OTHOCATCA K Myb6auMKaumMm NMYHOW MHPOpMaLUKU B
MHTepHeTe, He MOHMMAsA BO3MOXHbIX NOCNeACTBMIA. Thbl AaXKe He CMOXelb A0raaaTbCa O TOM,
yto dpoTorpadus, pasmelleHHasa 5 neT Hasaa, cTana NPUUYNHOM OTKasa NPUHATL Teba Ha pabory.

KommeHTapuu, pasmelyeHune TBomx ¢oTtorpaduin n apyrue AerncTBUA MOTYT HE UCYE3HYTb
[Aaxe nocne Toro, Kak Tbl UX yAanuLWb. Tbl HE 3Haelb, KTO COXPaHWA 3Ty MHPOPMaLMIO, nonana
M OHa B MOMCKOBbIE CUCTEMblI M COXPaAHMNACb /IN OHA, @ FNlAaBHOE: YTO NOAyMaloT O Tebe
OKpyXKalowme Ntoam, KOTopble HaNAyT U yBMAAT 3To. Hantn nHbopmaumio MHOro net cnycrs
CMOXKET Nt0boN - Kak 13 gobpbix NOOYKAEHUN, TaK U C HAMEPEHNEM MPUYUHUTL Bpesd. ITO
MOeT 6bITb KTO YroAHO.

OCHOBHble coBETbI MO 3alnTe LMbpPOBON penyTaumu:

1. Moaymali, npexkge 4Yem 4Yto-TO Ny6/MKOBATbL M nepegaBatb y ceba B 6nore uam B
coumManbHOM ceTu;

2. B HacTpolikax npodunsa ycTaHOBM OrpaHUYEHUA Ha MPOCMOTP TBOero npoduan n ero
COMlEePXKMMOro, caenan ero Tonbko "ansa apysein';

3. He pasmewan n He yKasbiBalh MHGOPMALMIO, KOTOPaAA MOXKET Koro-nnbo ockopbnatb
nnn obumKato.



ABTOpCKOE npaso

COBpeMGHHbIe WKOJIbHUKWN - aKTUBHbIE NMO/1Ib30BATE/NIUN Ll,Md)pOBOI'O NPOCTPaHCTBA. OAHaKO
AaNeKo He BCe 3HAIOT, YTO NO/21Ib30BaHNE MHOTMMU BO3MOXHOCTAMMU LI,Md)pOBOI'O Mupa Tpe6yeT
CO6J'II-0,£I,€HMH NnpaB Ha MHTENNNEKTYA/IbHYIO COBCTBEHHOCTb.

TepMuH "MHTennekTyanbHaa CcOOCTBEHHOCTb" OTHOCUTCA K Pa3/IMYHbIM  TBOPEHUAM
4e/I0BEYECKOro YMa, HaUMHaA C HOBbIX M306peTeHUIt U 3HaKoB, 0603HaYaoWMX COBCTBEHHOCTDL
Ha nNPOAYKTbl W YCAYrKM, W 3aKaH4YMBasA KHUramu, d¢otorpadmamm, KUHOOUNbMAMU W
MY3blKa/IbHbIMU NPOU3BEAEHUAMM.

ABTOpCKME MpaBa - 3TO MpaBa Ha MHTENNEKTya/lbHYylO0 COBCTBEHHOCTb Ha MPOMU3BEAEHMSA
HayKK, MTepaTypbl U UCKycCTBa. ABTOPCKME MpaBa BbICTYMaloT B KayecTBe rapaHTUKM TOro, YTO
WNHTENNEKTYyaNbHbIN/TBOPYECKMIA TpyA aBToOpa He ByaeT HanpacHbIM, 4acT eMmy cnpaBeavBble
BO3MOKHOCTM 3apaboTaTbh Ha pe3ynbTaTax CBOEro TpyAa, Noay4nTb U3BECTHOCTb U NMPU3HaHKE.
HukTo 6e3 paspelweHMa aBTopa He MOXeT BOCNPOU3BOAUTL €ro npousBeaeHuUe,
pacnpocTpaHATb, Ny6AUYHO A4EMOHCTPUPOBATL, NPOAABaTb, MMMNOPTUPOBATb, NyCKaTb B MPOKaT,
ny6AMYHO MCNONHATL, MOKa3blBaTb/MCNONHATL B 3dMpe Man pasmeLtatb B MHTepHeTe.

Ncnonb3oBaHue "nupaTckoro” nporpaMmHoOro obecrnedyeHmns MOXKeT MPUBECTUN K MHOTUM
PUCKaM: OT MOTEPU AaHHbIX K TBOMM aKKayHTam A0 OG/NOKMPOBKU TBOEro YCTPOWMCTBA, rae
yCTaHOB/IeHa HeneranbHaa nporpamma. He CTouT TakKe 3abbiBaTb, UTO CYLLECTBYHOT /ierajibHble
n 6ecnnatHble NPOrpPaMmmbl, KOTOPbIE MOXHO HalTK B CETHU.

O noprtane

CeTeBMYOK.pp - TBOW TrNaBHbIA COBETYMK B CeTW. 34ecb Tbl MOMeWb Y3HAaTb O
6€e30MacHOCTU B CETU MOHATHBIM U AOCTYMHbLIM A3bIKOM, @ NPU BO3HUKHOBEHUN KPUTUYECKOM
CUTYyaummn obpaTMTbCA 33 COBETOM. A TaKXKe MPUHATb yyacTUe B KOHKypcax M CTaTb CaMbiM
uMPppoBbIM rparkaaHMHom!



